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—— Abstract

Users’ habits in relation to cybersecurity are frequently
examined from the micro perspective, using survey results to obtain
impactful variables from individuals, focusing on usability and secu-
rity factors of passwords. In this paper, the influence of macrosocial
factors on password strength is studied in order to offer a global
comprehension of the influence of the environment on users. Using
the list of the 200 most common passwords by countries released by
NordPass in 2021, logistic regression has been used to predict mac-
rosocial variable influencing password strength. Results show that (1)
Literacy level of a population; (2) Voice and accountability; (3) Level
of global cybersecurity; and (4) Level of data breaches exposure sig-
nificantly predict users’ password strength performance. The author
discusses the impact of government on password hygiene of users
hoping to influence the development of policies around cyber secu-
rity configurations and investment set by nations and institutions.
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—— 1. Introduction

asswords are words, strings of characters, or some

form of interactive message used to prove identity
and gain access to a resource or a place. They constitute the first
line of defence for computer-based technologies and were used for
millennia as the Roman military were reportedly using passwords
to distinguish allies from enemies [1]. Today, even if attack-resistant
validation schemes exist, passwords constitute the most popular
strategy of authentication.

People usually have a multitude of different passwords and when
they create them, they often use a strategy to make it easy to remem-
ber [2, 3]. Past studies have shown that users intend to choose weak
passwords, which are usually easy to be remembered but vulnerable
to be guessed [4, 5]. Also, study reveals that textual passwords are
often reused, which have been shown to be an important security
threat of passwords [6].

Researchers demonstrated the influence of a person’s environment
and exposure to the Internet on their online security behaviour [7, 8].
Password creation strategy, defined as the active approaches that
can be used by a password creator to create memorable passwords
[9, 3], also seems to be influenced by a person’s environment. For
example, it was identified that students from the United States have
a higher risk perception toward surveillance than students from the
United Kingdom [8]. Also, Yang et al. [10] discuss the cultural influence
in password choice. They explain the weak passwords strength level
of Chinese by the rapid growth of Internet users and e-commerce
markets in China. They hypothesize that providers may not have paid
enough attention to security issues because of the focus on market ex-
pansion. The results of the aforementioned studies suggest that there
is a structural difference in cybersecurity habits between countries [11].

The present study aims to explore the various macrosocial elements
contributing to the structural difference between countries in users’
choice of password. The contribution of governments to the prob-
lem or to the solutions can be evaluated through this assessment.
In order to observe countries’ differences, the password strength
performance of users will be compared to macrosocial variables that
could influence password creation strategy.

—— 11. Macrosocial Variables Influencings Users
Few studies show evidence that there is a structural
difference between countries in password habits (e.g., [11]) but
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the macrosocial variables influencing it have rarely been directly
tested. To explore the different variables that could play a role in
password habits, the literature on macrosocial variables influencing
the different aspect of technology, like the use of Internet in general,
is considered. Several macrosocial elements might be taken into
consideration when evaluating the reasons why users have differ-
ent levels of performance according to their environment. First, if
there is a difference in cybersecurity habits between countries, the
characteristics of the government might be an element influencing
users. Second, the characteristics of the population, which is directly
related to users, would also be an element explaining the impact of
the environment. Finally, external variables like cyber-attacks and
the level of cyberattack victimization of a country might also be
a part of the explanation.

Characteristics of the government. The economic aspect of
a government might influence Internet habits. Prior studies have
found that a country’s economic development level helps predict
the use of internet in a society [12]. Gross domestic product (GDP)
is the most closely watched and important economic indicator and
considers different variables about a country’s economy, including its
consumption and investment [13, 14]. It could be hypothesized that
economic indicator would influence not only the use of internet, but
other habits related to them.

Along with the economy, the investment and the commitment of
countries to cybersecurity is an important variable to consider as the
relation is more direct. Researchers have found that when a country
invests and commit into the cybersecurity sector, the annual losses
due to cybercrime over the country’s Gross National Income decreas-
es [15]. The investments in cybersecurity can include education and
tools to help users to more efficiently manage their Internet use.

Characteristics of the population. Digital skills and the overall ability
to use the internet are two elements that are directly linked to liter-
acy. Internet users are reading expository text in a hypertext format
where ideas are connected by links, headings, icons, and graphics;
those elements necessitate similar reading strategies as those used
with print text reading [16]. In other words, to seek, evaluate, and use
information found on the Internet, readers must navigate through
Internet text and apply their knowledge of the reading process. To
understand correctly what a password is and to write one, people
need to read. Research has shown that password security practices
typically conflict with general usability principles [17]. The challenges
faced by low-literacy users when creating and managing passwords
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are likely to extend beyond those experienced by the public. Literacy
level affects password habits [18].

External events: Data breaches. According to the Identity Theft
Resource Centre's Annual Data, there were 1862 data breaches in
2021. Researchers have shown that the United States was highly rep-
resented in data breaches, and they explain this by their high level of
economic activity as well as by their relatively high notification rates
they have compared to other countries [19]. Luxemburg, Canada and
Great Britain follow the United States in the list of countries most
affected by data breaches [19]. When calculating the country-based
probability variable, another study shown that France and Brazil have
relatively higher probability of data breaches than the other coun-
tries [20]. Researchers state that the probability of a data breach is
influenced by the country in which it happens [20].

There seems to be a relationship between the influence that data
breaches might have on users and their habits. Campbell et.al.
[21], examined the stock market reaction to newspaper reports of
information security breaches at 38 publicly traded U.S. corporations
during the period January 1, 1995 to December 31, 2000. Among the
43 different events, the authors found a highly significant negative
market reaction to information security breaches involving unau-
thorized access to confidential data. Moreover, in their study on
6,000 users from the United States, after a data breach notification,
victims changed their password or PIN (51%) or switched to a new
account (24%) [22]. The literature suggests that users actively assess
the consequences of breaches and react accordingly.

—— 1.2. Aim of the study

Users’ habits in relation to cybersecurity is frequently
examined from the micro perspective, using survey results to ob-
tain impactful variable from individuals, focusing on usability and
security factors of passwords [23, 24]. In this paper, the influence of
macrosocial elements on password strength’ is studied in order to
offer a global comprehension of the influence of the environment
on users. Exploring the different concept of technology and their
flaws at the country level encourages future development of new
technologies and improve related capital investments (e.g., [28, 29]).

A descriptive analysis of leaked lists of passwords in 2021 is conduct-
ed to determine which macrosocial variables would be included in
the model and therefore play a formative role in how users formulate
their passwords across countries. Then, a prediction model help
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identify the extent to which variables influence password strength.
This study is innovative as it allows to investigate trends in password
formulation with regard to social context. The impact of our study
is a move toward a better understanding of human behaviour in the
context of password formulation specifically, to enable the future
crafting of more targeted cybersecurity interventions that would
lead to positive online behavioural change.

—— 2. Method

2.1 Sample

Each year, the company NordPass release a list of the
200 most common passwords by country. The list of passwords is
compiled using the many cybersecurity incidents (data breaches con-
taining users' password) that occur in 2021. In total, the list rose from
4 terabytes of information and contain 49 countries. The complete
list of countries can be found in Appendix A.

The list comprises between 169,656 and 146,837,497 users’ account
per country. The average time to crack passwords is 2082684.368
seconds (range from o to 3,214,080,000 seconds). The majority of
passwords included in the list can be cracked in less than a minute
(61%). The fact that the mean time to crack a password is high in
a country means that high quality passwords were included in the
200 most commonly used: the password can be common, but the
overall strength is high.

—— 2.2. Measures

In order to account for the strength of passwords, the
mean time to crack the password, which was already included in
NordPass passwords list, was observed. Then, several macrosocial
variables have been considered to create a model explaining the
level of password strength. A total of 29 different measures have
been scrutinized in the exploration of possible model explaining
performance of countries in password strength. In order to maintain
a low risk of overfitting in the model, a limited number of variables
can be inserted in relation to the number of cases (49 countries).
The literature reports that one predictive variable can be studied for
every ten events (i.e., number of countries) [30, 31]. The complete list
of measures that have been considered can be found in Appendix B.
In order to determine the five variables to be entered in the model,
the first step was to do a correlation matrix. This allowed to avoid
highly correlated variables to be entered the model together. Then,
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different models were tested using an amalgam of variables from the
list with a special attention to the important aspect identified in the
literature review. The contribution of the variable to the model were
very stable and most of them have been chosen because they were
predicting password strength. The five variables chosen to enter the
final model are named and defined below.

Voice & Accountability (2020)

It is one of six components of governance indicator as
stipulated by the World Bank. It reflects perceptions of the extent
to which a country’s citizens are able to participate in selecting their
government, as well as freedom of expression, freedom of associa-
tion, and a free media.

Global Cybersecurity Index (2020)

The Global Cybersecurity Index (GcI) is a trusted reference
that measures the commitment of countries to cybersecurity at
a global level and is composed of 25 indicators that monitor and
compare the level of the cybersecurity commitment of countries
with regard to the five pillars - (i) Legal Measures, (ii) Technical
Measures, (iii) Organizational Measures, (iv) Capacity Development,
and (v) Cooperation - and then aggregated into an overall score. It
represents the most comprehensive measures of cybersecurity
commitment of countries compared to many other measures that
are published by corporations [15].

Cybersecurity Exposure Index (2020)

The Cyber Exposure Index is based on data collected
from publicly available sources in the dark web and deep web and
from data breaches. From this data, signs of sensitive disclosures,
exposed credentials and hacker-group activity against companies
are identified.

Literacy (2022)

This measures the percentage of adults in a country who
are able to read and write their common language. A higher literacy
rate is an indication of higher standards of education and the good
ability of the population to find formal employment.

GDP per Capita (2020)

Gross domestic product (GDP) is the standard measure of
the value added created through the production of goods and ser-
vices in a country during a certain period. As such, it also measures
the income earned from that production, or the total amount spent
on final goods and services (fewer imports).
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—— 2.3. Analysis

Multiple linear regression (MLR), also known simply as
multiple regression, is a statistical technique that uses several ex-
planatory variables to predict the outcome of a response variable.
Multiple regression is an extension of linear regression that uses
just one explanatory variable. MLR assumes that there is a linear
relationship between the dependent variable and the independent
variables. It also assumes that the data should not show multicollin-
earity, which occurs when the independent variables (explanatory
variables) are highly correlated. The amount of error in the residuals
is similar at each point of the linear model, the observations should
be independent of one another and occurs when residuals are
normally distributed [32]. All those assumptions have been tested
through data observation. The software 1BM spss 28 was used to do
the analysis.

—— 3. Results

Multiple linear regression was used to test if the five
macrosocial variables under study significantly predicted pass-
word strength. The overall regression was statistically significant
(R?=0.36, F = 23.46, p = < 0.004). The model is presented in Table 1.

Table 1. Multiple Linear Regression Results (standard deviation from the mean).

(Constant) -84076485.358*** (23719091.430)
Voice and accountability 141343.544** (50531.714)

Global Cybersecurity Index 384493.225%* (114063.016)
Cybersecurity Exposure Index 49756239.387*** (12339781.870)
Literacy 288067.744* (156148.862)

GDP per Capita 27.981 (71.114)

R-squared 0.36

Number of observations 49

**%p<0.001; **p<0.05; *p<0.1

It was found that Voice and accountability (B=141343.544,
p=0.008), Global Cybersecurity Index (f=384493.225, p=0.002),
Cybersecurity Exposure Index (=49756239.387, p=0.000), and level
of literacy (p=288067.744, p=0.072) significantly predicted password
strength. It was also found that the GDP per capita (=27.981,
p=0.696) did not significantly predict password strength.
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—— 4. Discussion

The analysis of the present study help identifies a variety
of different macrosocial measures significantly predicting password
strength of users: literacy, voice and accountability, level of global
cybersecurity, and the level of cybersecurity exposure. Considering
past literature on the subject, one variable was surprisingly not
associated with an increase password strength, that is, the GDp per
capita. Each of those measures are presented in this section in the
light of previous work through broader categories: Characteristics
of the government, characteristics of users and external variables.

—— 4.1. Characteristics of the Government

Freedom in a country has shown to have an impact on
Internet use. Voice and accountability indicator reflects perceptions
of the extent to which a country’s citizens are able to participate
in selecting their government, as well as freedom of expression,
freedom of association, and a free media. Researchers suggest
that greater levels of Internet diffusion are associated with greater
levels of voice and accountability [33, 34]. Musa et al. [35] argue that
developing countries are more resistant than developed countries to
the introduction of technologies that can be used to fight corruption,
such as Internet-based technologies. Beyond the use of internet,
the impact of freedom is seen on cybersecurity. A strong positive
association has been shown between Cybersecurity Capacity Scale
and cross-national indicators of citizen perceptions of having voice
and accountability [36]. The result of the present study confirms the
impact of voice and accountability on password performance as this
variable is a good predictor of password strength.

The adoption of technology in a country has been proven to be
impacted by many factors including its economic development and
growth [37]. Compared to more developed countries, countries that
are less developed possess inferior infrastructure, less effective
manpower (partly because of low education levels), and business
models that have not shifted from the industrial age to the infor-
mation age [38]. The wealth disparity has also been noted to impact
technology adoption, although previous studies have examined the
wealth disparity from a micro level [39 - 42]. The result of the present
study indicates that wealth disparity does not influence the strong
password hygiene as GDP was not significantly predicting password
strength. This result might be explained by the sector in which
developed countries invest but also other influencing variable like
experience in the IT sector. Past studies have shown that countries
need to acquire experience with 1T before investments begin to

www.acigjournal.com — ACIG, VOL.2,NO.1,2023 — DoOI: 10.60097/ACIG/162863

167



Andreanne Bergeron

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

reward the country economically [43]. Benefiting from resources is
not enough to explain effective use of technology.

Even if the GDP is not a significant element in citizen password
strength, the level of investment of a government in cybersecurity
has an impact on security of users. The Global Cybersecurity Index
(Gc1) is a trusted reference that measures the commitment of
countries to cybersecurity at a global level. Researchers have found
that as the score for the Global cybersecurity increases, the annual
losses due to cybercrime for each country over their Gross National
Income decreases [15]. The literature shows that commitment of
countries to fight against cybersecurity is profitable economically.
The present study goes further by showing the impact on users by
demonstrating that this type of investment predicts better password
strength performance.

—— 4.2. Characteristics of Users at a Macro-Level

Literacy is an important aspect to consider in this study as
it is directly connected to the use of technologies. To seek, evaluate,
and use information found on the Internet, readers must navigate
through Internet text and apply their knowledge of the reading pro-
cess [16]. Today's definition of literacy is being broadened to include
“literacy skills necessary for individuals, groups, and societies to
access the best information in the shortest time to identify and solve
the most important problems and then communicate this informa-
tion” [44]. Most knowledge of late trends on technology is acquired
by information found on the Internet. Because bei;00ng knowl-
edgeable is closely related to the capacity to acquire this knowledge
(e.g., being able to read), people with low level of literacy can hardly
adapt. The challenges faced by low-literacy users when creating and
managing passwords are documented and research indicates that
they are higher than the general population [18]. Research shows
that when users’ level of cyber security knowledge increases, so
does their cybersecurity behaviour contributing to good hygiene
[45]. However, if users are not able to get this information about
cybersecurity because of their inability to read, their security will be
impacted. The results of the present study are therefore not surpris-
ing: when the level of literacy of a population increases, the strength
of passwords also increases.

—— 4.3. External Variables Influencing Countries
The results show that the number of cybersecurity inci-
dents exposure of a country is positively associated with password
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change. The more a country is under attack, the more people use
strong passwords. This suggests that people might be sensible to
the importance of protecting data with strong passwords when they
are exposed to more cybersecurity incidents. Users are well aware of
the meaning of a data breach [46], and it influences their behaviour.
For example, there is a highly significant negative market reaction
to information security breaches involving unauthorized access to
confidential data [21]. In their study on 6,000 users from the United
States, after a data breach notification, victims changed their pass-
word or PIN (51%) or switched to a new account (24%) [22]. Users are
also recognized to be comfortable with proactive password resetting
in the event of reuse and sharing information with other identity
providers [46]. Therefore, users are aware of what will protect them
and are more likely to do it when they are increasingly exposed
to incidents. This demonstrates the resilience of users when they
live in hostile environment but also the importance of making this
information public as this knowledge is a protective factor for users.
Mandatory reporting of data breaches introduced in Canada in 2018
[47]1 might be contributing solution to protect users.

— 4.4. Limitations

The set of data taken from Nordpass present important
limitations as the method used to estimate the time to crack is un-
specified. The list was investigated because the mean time to crack
appears to be high. Some passwords from the list were weak (e.g.,
kallynlavallee) but were associated with a cracking time of more than
100 years. This is considered an important limitation of the dataset.
However, the unspecified method is used consistently across the
countries. Therefore, the metric could be used for the comparative
analysis as it is consistent and can be relied upon.

Also, this study takes into consideration a macro perspective of the
password strength, but a myriad of element can influence users’
choices. The objective of the present study was to explore the
influence of different large-scale policies and not individuals’ deci-
sional process.

—— 5. Conclusion

The present study helps understand the importance of
macrosocial variables on predicting password strength of users. It
points toward the fact that some characteristics of the government
influences password strength performance of users. For example,
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democratic countries and countries in which the government invests
in cybersecurity increase the password performance of users. The
economic commitment of countries to fight against cybersecurity
has been proven to be profitable economically and this study show
that it is also associated with password strength of their citizens.
Government has an important role to play on the cyber-protection
of users whether it is direct (by investing in cyber security) or indirect
(by prioritizing democracy and education).

Another important element raised by the present study is that ex-
posure to data breaches increases the strength of user’s password.
This can be explained by the fact that the population adapt to the
threat and this behaviour point toward the importance of mandatory
reporting of data breaches by organizations. If they are confronted
to mandatory reporting, users are more likely to know about the
breaches and continue to adapt their behaviour and it becomes
a protection factor.

Through a better understanding of human behaviour in the
context of password formulation, our research focuses on identifying
common denominators in behaviour that can lead to increased user
vulnerabilities in online password formulation. The novelty of our
exploratory research lies in our attempt to understand macrosocial
variable associated with cybersecurity. The implication of this study
concerns the development of policies around cyber security config-
urations and investment set by nations and institutions.
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Appendix A

Description of password performance by country (N=200).

Mean time % of passwords

to crackin Number of  cracked in less
Country seconds Maximum usersin the list than a minute
Australia 59767.98 10713600 3083341 79
Austria 1026148.21 96422400 695307 68.5
Belgium 22398.15 1036800 729661 59.5
Brazil 16137346.42 3214080000 4943358 55.5
Canada 4998296.04 996364800 5277926 81
Chile 7088718.69 1221350400 846354 49.5
China 105039.75 2332800 14739683 62.5
Colombia 571740.54 96422400 1379631 68.5
Czech R. 81197.92 10713600 2288530 65.5
Denmark 489720.11 96422400 862571 63.5
Estonia 72966.45 10713600 169656 40.5
Finland 24447.04 1036800 268236 44
France 67423.91 10713600 16160255 54.5
Germany 542675.26 96422400 28364318 75.5
Greece 811402.15 160704000 861187 80
Hungary 3819.54 259200 1159682 48.5
India 1105793.28 96422400 8186249 41
Indonesia 43517736.92 3214080000 3223828 49
Ireland 2662.44 86400 590381 69.5
Israel 10124.02 1036800 793908 92
Italy 94203.67 10713600 14030845 46.5
Japan 8406.08 1036800 1906700 67.5
Korea 949.88 86400 910432 84.5
Latvia 23643.52 1036800 181072 55
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Mean time % of passwords

to crackin Number of  cracked inless
Country seconds Minimum Maximum usersin the list than a minute
Lithuania 125648.91 10713600 406310 40.5
Malaysia 8881.79 1036800 1359725 69
Mexico 497790.64 96422400 2162221 65.5
Netherlands 767603.60 128563200 1636625 56
New Zealand 191147.84 32140800 1367054 64
Nigeria 52514.64 5356800 757126 40.5
Norway 7633.67 1036800 528173 64.5
Philippines 27538.36 1036800 2750631 62.5
Poland 10237.31 1036800 4412538 46
Portugal 6186350.94 996364800 2282038 41.5
Romania 34072.51 1036800 1509270 46
Russia 140715.11 26784000 146837497 84.5
Saudi Arabia 561965.62 96422400 547759 58.5
Slovak Republic 7275.04 1036800 702289 51
South Africa 2749.12 86400 609061 61.5
Spain 5676283.41 996364800 5493452 58.5
Sweden 5091.35 172800 1194218 62
Switzerland 82651.48 10713600 657863 77
Thailand 560172.86 96422400 2055344 65
Total 2082684.37 3214080000 3944162 40.5
Turkey 3809402.54 514252800 1829898 77
Ukraine 75958.79 10713600 529433 78
United Arab Emirates 1515.82 86400 7440559 80.5
United Kingdom 6120.43 1036800 31229262 84.5
United States 759.68 86400 6026634 12
Vietnam 6344824.74 996364800 3083341 79
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Appendix B

List of the variables that have been tested before determining the

final model.

Female participation in workforce (2019)

Freedom of press (2019)

Legal framework’s adaptability to digital business models (2019)

Digital skills (2019)

Digital Adoption Index (2016)

DAI Business Sub-index (2016)

DAI People Sub-index (2016)

DAI Government Sub-index (2016)
Number of secured servers (2020)
Mobile cellular subscription (2019)
Voice and accountability (2020)
Political stability (2020)
Government effectiveness (2020)
Regulatory quality (2020)

Rule of law (2020)

Control of corruption (2020)
National Cybersecurity Index (2020)
Global Cybersecurity Index (2020)
Basel AML Index (2020)
Cybersecurity Exposure Index (2020)
Cyber Legislation Rating (2020)
Cyber-Safety Score (2020)

GDP per Capita (2020)

Data breaches (2021)

Internet Users (2020)

1Q (2022)

Literacy (2022)

Education (2022)
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